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Background:  Types of SecurityBackground:  Types of Security
Main areas of security technology:Main areas of security technology:

AuthenticationAuthentication –– prove who you say you areprove who you say you are
IntegrityIntegrity –– ensure the data hasnensure the data hasn’’t been tampered witht been tampered with
EncryptionEncryption –– hide data from eavesdroppershide data from eavesdroppers
KeyKey ManagementManagement –– distribute and revoke keysdistribute and revoke keys

Two different areas of application for DNP3Two different areas of application for DNP3
Serial linksSerial links –– RS232, RS485, radio, dialRS232, RS485, radio, dial--upup
NetworkingNetworking –– Internet Protocols LANs/WANsInternet Protocols LANs/WANs

Different ways to do it:Different ways to do it:
ExternallyExternally –– inin a separate device (a separate device (““bump in the wirebump in the wire””))
IInternallynternally –– as a  part of the protocol itselfas a  part of the protocol itself
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Goals for DNP3 SecurityGoals for DNP3 Security
Provide Provide authenticationauthentication and and integrityintegrity at a minimumat a minimum
Leave open the possibility of encryption laterLeave open the possibility of encryption later
Remote key managementRemote key management is a necessityis a necessity
Build it into the DNP Build it into the DNP application layerapplication layer
Ensure itEnsure it’’s compatible with TCP/IP networkings compatible with TCP/IP networking
Make use of existing and developing Make use of existing and developing standardsstandards

Build the DNP solution on the emerging

Build the DNP solution on the emerging

IEC 62351 standard!

IEC 62351 standard!
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Why Application Layer Security?Why Application Layer Security?
VPN Routers, link VPN Routers, link encryptorsencryptors, etc. don, etc. don’’t address:t address:

Security at the local siteSecurity at the local site
Security of serial DNP over unencrypted radiosSecurity of serial DNP over unencrypted radios
Security of serial DNP over terminal serversSecurity of serial DNP over terminal servers
Security from Security from ““rogue applicationsrogue applications”” at master stationsat master stations
Linking roleLinking role--based authentication to the remote site based authentication to the remote site 
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IEC TC57 Working Group 15IEC TC57 Working Group 15

Created to develop security solutions for all TC57 protocols:Created to develop security solutions for all TC57 protocols:
IEC 60870IEC 60870--6 (TASE.2/ICCP)6 (TASE.2/ICCP)
IEC 60870IEC 60870--55--101,102, 103, 104101,102, 103, 104
IEC 61850 (formerly UCA)IEC 61850 (formerly UCA)
IEC 61968/61970 Common Information Model (was CCAPI)IEC 61968/61970 Common Information Model (was CCAPI)

Must collaborate with other working groups to do soMust collaborate with other working groups to do so
Scope has been also increased to address security policy and Scope has been also increased to address security policy and 
process in the industryprocess in the industry
Several work items approved in 2004Several work items approved in 2004
Due to be finished by end of 2006 or early 2007Due to be finished by end of 2006 or early 2007
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IEC 62351 Security StandardsIEC 62351 Security Standards
IEC 62351-1 Introduction

IEC 62351-2 Glossary

IEC 62351-3 TCP Profiles

IEC 62351-4 MMS Profiles

IEC 62351-5 60870-5 and derivatives

IEC 62351-6 IEC 61850 peer-to-peer

IEC 62351-7 Objects for Net Mgmt

TASE.2 / ICCP

IEC 101/102/103

IEC 61850

IEC 104

DNP3
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IEC 62351 Can Apply to DNP3IEC 62351 Can Apply to DNP3
IEC 62351-1 Introduction

IEC 62351-2 Glossary

IEC 62351-3 TCP Profiles

IEC 62351-4 MMS Profiles

IEC 62351-5 60870-5 and derivatives

IEC 62351-6 IEC 61850 peer-to-peer

IEC 62351-7 Objects for Net Mgmt

TASE.2 / ICCP

IEC 101/102/103

IEC 61850

IEC 104

DNP3
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Applying IEC 62351Applying IEC 62351--5 5 

The standard defines a The standard defines a ““genericgeneric”” protocolprotocol
Message formatsMessage formats
State machinesState machines
Key lengthsKey lengths
TimersTimers
Configurable parametersConfigurable parameters
OptionsOptions

DNP3 and the IEC 60870DNP3 and the IEC 60870--5 protocols will define a 5 protocols will define a 
““mappingmapping””

Function codes and Objects to carry the generic messagesFunction codes and Objects to carry the generic messages
Default values and optionsDefault values and options
Interaction with the DNP3 or IEC 60870Interaction with the DNP3 or IEC 60870--5 protocol5 protocol
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Hash

1. Alice hashes the 
Message and key 3.  Bob hashes the 

message and key, too.

Using a Hash to AuthenticateUsing a Hash to Authenticate

2. Alice sends message 
and hash  to Bob – NOT 
THE KEY!

If Bob’s hashed value matches Alice’s, it’s 
not been tampered with,  and it must 

have been sent by Alice

Hash
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ChallengeChallenge--ResponseResponse

Either end can challengeEither end can challenge
At initializationAt initialization
PeriodicallyPeriodically
A critical functionA critical function

DNP defines which functions DNP defines which functions 
are considered are considered ““criticalcritical””
Challenge contains:Challenge contains:

PseudoPseudo--random datarandom data
Sequence numberSequence number
Required algorithmRequired algorithm

Response contains:Response contains:
Hash (Hash (HMACHMAC) value based on ) value based on 
the challenge and the keythe challenge and the key
Sequence numberSequence number

Challenger

Non-Critical ASDU

Standard protocol response

Critical ASDU

Authentication
Challenge

Authentication
Response

Authenticate

Execute

Standard protocol response

Execute

Responder
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““Aggressive ModeAggressive Mode””

Can include authentication Can include authentication 
data at the end of the DNP data at the end of the DNP 
messagemessage

Slightly less secureSlightly less secure

Uses much less bandwidthUses much less bandwidth

Requires a formal Requires a formal 
challengechallenge--response response firstfirst
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Key managementKey management

Uses128Uses128--bit keys minimumbit keys minimum
Two types of keysTwo types of keys
Session keySession key

Initialized on startInitialized on start--upup
Changed every 10 minutes or soChanged every 10 minutes or so

Update key Update key 
Used to encrypt session keysUsed to encrypt session keys
PrePre--sharedshared

Keys encrypted using Advanced Keys encrypted using Advanced 
Encryption Standard (AES) Encryption Standard (AES) ““key key 
wrapwrap””
Key change incorporates Key change incorporates 
challengechallenge--responseresponse

Key Status (NOT INIT, Challenge1)

Controlled
Station

Key Status Request

Controlling
Station

Key Change (Response1)

Key Status (OK, Challenge2)

Key Change (Response2)

Key Status (OK, Challenge3)

Key
Change
Timer
Expires

Normal requests

Normal responses
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Implementing IEC 62351Implementing IEC 62351--5 in DNP35 in DNP3

Session Key ObjectSession Key Object551201200x02 Write0x02 WriteKey ChangeKey Change

Key Status ObjectKey Status Object441201200x81 Response0x81 ResponseKey StatusKey Status

(none)(none)----0x22  Key Status Request0x22  Key Status RequestKey Status Key Status 
RequestRequest

Authentication Authentication 
Aggressive Mode Aggressive Mode 
Request ObjectRequest Object

33120120As sent by masterAs sent by masterAggressive Aggressive 
Mode Mode 
RequestRequest

Authentication Authentication 
Reply ObjectReply Object

221201200x21 Authentication Reply0x21 Authentication ReplyResponseResponse

Authentication Authentication 
Challenge ObjectChallenge Object

111201200x81 Response 0x81 Response 
0x82 Unsolicited Response0x82 Unsolicited Response

ChallengeChallenge

DNP NameDNP NameDNP DNP 
VarVar

DNP DNP 
ObjObj

DNP Function CodeDNP Function CodeIEC 62351IEC 62351--5 5 
MessageMessage
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Next StepsNext Steps

IEC 62351IEC 62351--5 is in 2nd Committee Draft (2CD) stage5 is in 2nd Committee Draft (2CD) stage
Two more steps, Two more steps, minimumminimum 3 months each:3 months each:

Committee Draft for Vote (CDV)Committee Draft for Vote (CDV)
Final Draft International Standard (FDIS)Final Draft International Standard (FDIS)
International Standard (IS)International Standard (IS)

Mapping to DNP3 is in front of the DNP Tech CommitteeMapping to DNP3 is in front of the DNP Tech Committee
Goal is to be completed by early 2007Goal is to be completed by early 2007
Pilot projects in the meantime?Pilot projects in the meantime?
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ReferencesReferences

Proven techniquesProven techniques
ChallengeChallenge--Response from the Response from the ChallengeChallenge--Handshake Authentication ProtocolHandshake Authentication Protocol (RFC(RFC
Key management from existing NISTKey management from existing NIST--approved products (SEL Inc.)approved products (SEL Inc.)

Proven algorithms:Proven algorithms:
FIPS 198 FIPS 198 KeyedKeyed--Hash Message Authentication CodeHash Message Authentication Code for the HMAC algorithmfor the HMAC algorithm
FIPS 180FIPS 180--2 2 Secure Hash StandardSecure Hash Standard (SHA(SHA--1 and SHA1 and SHA--256) for hashing256) for hashing
FIPS 186FIPS 186--2 2 Digital Signature StandardDigital Signature Standard pseudopseudo--random data generation algorithmrandom data generation algorithm
FIPS 197 FIPS 197 Advanced Encryption StandardAdvanced Encryption Standard (AES(AES--128) and the 128) and the AES Key Wrap AlgorithmAES Key Wrap Algorithm
to distribute session keysto distribute session keys


