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Background: Types of Security

Viain; areas of security technelogy:
AUHERNTICaNoIN — prove Whe you say you are
ltegnity’— ensure the data hasn't been| tampered with
ERchy/plion = hide data firem eavesadroppers
Key Vianagement — distributie and revoke keys

Two different areas of application fer DNPS

Senal links — RS232, RS485, radio, dial-up
Networking — Internet Protocols LANS/MANS v

Different ways te do It:
Externally, — in a separate device (“bump in the wire™)
ntermally, —as a part of the protocol itself
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Goals fior DNP3 Security.

Previde auihentcaion and Integiity, at a mimimum
Leave open the possibility of encryption later
ReEmeterkey managemen s a necessity.

Build 1t inte the DNP appiication: Iayer

Ensure it's compatible with FTCPR/IP networking “

" i‘

Make use off existing and developing stapdards b

___oi
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Why Application LLayer Security?

VVPNIRouters, link encryptors, ete. don't address:
m  Security at the local site
m  Secunty ofi serial DNP: over unencrypied radios
m  Secunty ofi seriall NP ever terminal servers
m Secunty fromi “rogue applications” at master stations
s Linking rele-based authentication to the remote site

Insecure
Network

Application-to-Application Security
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IEC TC57 Working Group 15

Created to developrsecurity selutiens fer alll TC57 pretocols:
x |[EC 60870-6 (TASE.2/ICCP)
IEC 60870-5-101,102, 103, 104
IEC 61850 (fermerly UCA)
IEC 61968/61970 Common Infermatieon Medel (was CCAPI)

Must collaborate with ether werking groups to de so

Scope has been alse increased toraddress security: policy ana
Process In the industny.

Several work items approved in 2004
Due to be finished by end of 2006 or early: 2007 I EC
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IEC 62351 Security Standards

IEC 62351-1 Introduction

‘ TASE.2 / ICCP

IEC 62351-2 Glossary

IEC 61850
IEC 62351-3 TCP Profiles /

/ IEC 101/102/103
IEC 62351-4 MMS Profiles

IEC 104
IEC 62351-5 60870-5 and derivatives

DNP3
IEC 62351-6 IEC 61850 peer-to-peer

IEC 62351-7 Objects for Net Mgmt

DistribuTECH 2006 DNP: Revolution - Panel Session




IEC 62351 Can Apply to DNP3

IEC 62351-1 Introduction

‘ TASE.2 / ICCP

IEC 62351-2 Glossary

IEC 61850
IEC 62351-3 TCP Profiles

IEC 101/102/103
IEC 62351-4 MMS Profiles

IEC 104
IEC 62351-5 60870-5 and derivatives
IEC 62351-6 IEC 61850 peer-to-peer

IEC 62351-7 Objects for Net Mgmt
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Applying IEC 62351-5

The standard defines a “generc” protocel
Message fiormats
State machines
Key lengths
Timers
Configurable parameters
Options

DNPSiand the IEC 60870-5 protocols will define a
(11 mapplng”
s Functien coedes and Objects te carry the generic messages

s Default values and eptions
s Interaction with the DNP3 or IEC 60870-5 protocol
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Using a Hash to Authenticate

1. Alice hashes the

Message and ke
s y 2. Alice sends message 3. Bob hashes the

and hash to Bob — NOT message and key, too.
,
THE KEY! r/ ‘

Hash

v
(¢

If Bob’s hashed value matches Alice’s, it's
not been tampered with, and it must
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Challenge-Response

Either end can Challenge Responder Challenger
= At initialization

= Penpglmally . Non-Critical ASDU "
s A critical function i st

DNP defimes which functions W

are considered “critical” A0

Challenge contains: o oW

= Pseudo-random data e

= Seguence number R
s Required algorithm ~ ,\ thenticate

RES p onse contains: Standard protocol response
. 4»// Execute

s Hash (HVAC) value based on ——
the challenge and the key

s Seguence numiber
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“Aggressive Mode”

Can include authentication
data at the end of the DNP
message

Responder Challenger

Non-Critical ASDU

4>

. Standard tocol
Slightly less secure L s PR e et

7 | operation
ggressive Mode Request

including Critical APDU

Uses much lless bhandwidih -

Authenticate

WW
Requires a fermal operation

chiallenge-respense

DistribuTECH 2006 DNP: Revolution - Panel Session




Key management

Controlling Controlled
Station Station

USESlZS-bIt keyS mlnlmum Key Status Request
Two types of keys —
; Key Status (NOT INIT, Challengel)

Sessu_o_n _key .

a Inivalized oni start-up

x  Changedievery 10 minutes; or So
Update key Key Status (OK, Challenge?2)

s Used/to encrypt session keys il

s Pre-shared

Keys encrypted using Advanced
Encryption Standand (AES) “

Key Change (Responsel)

—

Normal requests

Normal responses

N |

Key

Key change incorporates Timer

challenge-response kY

Key Change (Response2)

—

Key Status (OK, Challenge3)

4
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Implementing IEC 62351-5 in DNP3

Challenge Ox81 Response Authentication
0x82, Unsolicited Response Challenge Object

RESPONSE Ox21 Authentication Reply. Althentication
Reply Object

Aggressive. | As sent by master Authentication
Miode Agaressive Mode
Reguest Reguest Ohject

Key: Status Ox22! Key Status Reguest (nene)
Reguest

Key: Status Ox81 Response 120 Key Status Object
Key Change | 0x02 Wirite 120 Session Key Object
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Next Steps

IEC 62351-5 1S/ 1n 2nd Commitiee Drait (2CID) stage

TWe more steps, minimun 3 months, each:
s Commitiee Drait for Vote (CDV)
s Finall Drait Internatienal Standard (EDIS)
s Internatienal Standard (1S)

Mapping ter DNPSIS in frent of the: DNP Tlechi Commitiee
Goal s 1o he completed by early: 2007
Pilet prejects In the meantime?
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References

Preven technigues
x Challenge-Respoenserren the Challengessanesheke AUhERCAGRNPICIOCoINRIEE
s Key management frem existing NIST-approved proeducts (SEL Ine.)

Proven algoithms:
EIPSHIOBHKEyEd-HashfVIessagerAuthentcalieont Cededortne HIVIAC algerthm
EIPS 180-2 Secure Hash Standard (SHA-1 and SHA-256) fer hashing
EIPS 186-2 Digiialf Signaiure Siandarelpseudoe-randem data generation algeritim

EIRSH 97 Advanced EncriypueniSiandard(AES-128) and thet AESTKeyAWiap Algertam
to distribute sessionkeys
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